Quarterly Business
Officers Meeting

June 15, 2023



Agenda

- Change Management 5 Minute Tip — Blair Wagner
- Internal Audit Processes and Findings — Chad Sharp
- Bl Reporting — John Watkins

- Year End Financial Compliance — Rachel McGuire

- Inwn Quarterly Business Officers Meeting — June 15, 2023
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INTERNAL AUDIT APPROACHES

= Risk-based approach used for audit selection and fieldwork testing.
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DEPARTMENTAL AUDITS
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Administrative Controls

. Financial Management

Human Resources

Information Technology

Inventory

Revenue Cycle and Funding Streams
Recharge Centers



ADMINISTRATIVE CONTROLS

Documented BCP/DRP
Up-to-date operational procedures

Outdated policies / policies that
conflict with institutional policies

Manual processes

Excessive or unauthorized
building access

Key Person Risk — Over
dependency on one individual

Record Retention
Workflow Paths

Course Materials Adoption
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FINANCIAL MANAGEMENT

= Timely MFK reconciliations

= Cash handling procedures

v Outdated cash handling policies

v Segregation of duties



HUMAN RESOURCES

= Time tracking and
leave reporting

= Staff training —
various areas
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= Onboard & Offboarding checklists

= Special Compensation
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INFORMATION TECHNOLOGY

= User access controls

= Computer management

= Change management procedures

= Vulnerability & Patch Management
= Local databases

= Inventory
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INVENTORY
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= Inventory and supply management
v Inaccurate and missing inventory

v Inventory procedures / inadequate
monitoring

v Unrestricted access to inventory
* Physical Key Inventory

"You've got oink oinks here, cluck clucks there,
and the moo moos are everywhere! You have
got ko get a handle on this inventong!”



REVENUE CYCLE AND FUNDING STREAMS

® Missed/manual billing

= QOperational process delays REVENUE

EXCELLENCE

* Key performance indicators




RECHARGE CENTERS

" Rate Setting

* Departmental oversight

“So that's how you fixed things before there
wae Duct tapef



FY 2023 AUDIT PLAN
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FRAUD

Be on the lookout for:

* Employees who have their own business
= Significant change in behavior

= Delivery of goods to someone’s home

® Procurement card usage

* Time and attendance accuracy
® Cash handling (SOD)
= Diversion of any kind of inventory m



KCCI — JULY 8,202

ISU employee accused of mishandling $115K in credit
card fraud

AMES, lown =~

https://www.kcci.com/article/iowa-state-university-employee-accused-of-dollar | | 5k-in-credit-card-fraud/36966452#



KCRG —APRIL 26, 2022

Audit finds thousands in resources for cancer
patients at Univ. of lowa Hospitals unaccounted
for

Oaven

https://www.kcrg.com/2022/04/26/audit-finds-thousands-resources-cancer-patients-uihc-unaccounted/



ETHICS

® The University of Iowa

Eth ics Et h l c b recognizes its obligation to

URECBU- maintain the highest ethical

rrm?“ fjlils Re Searc h::-‘ standards.
- research ethlcalg =y . Policy compliance is a shared
pane[UI‘IWEFSIl’y 2 -l ] o1
il e c responsibility that depends
on individuals voicing their

concerns.

-

3 ;:;

L

fm



ETHICSPOINT

The Ethicspoint site provides an
anonymous, confidential way to report
potential issues.

The university will address reports
promptly and discreetly, sharing facts
only with personnel needed to
investigate and resolve the matter.

Go to
https://secure.ethicspoint.com/domai
n/media/en/gui/9723/index.html for
more information & to file report.



https://secure.ethicspoint.com/domain/media/en/gui/9723/index.html
https://secure.ethicspoint.com/domain/media/en/gui/9723/index.html

ETHICSPOINT — MOBILE SITE

B https://uiowa.navexone.com



https://uiowa.navexone.com/

FRAUD TRIAGE COMMITTEE

= Josey Bathke
= Zach Furst
= Deb Johnston

= Chad Sharp
= Doug Vance
= Jan Waterhouse
= Lucy Wiederholt
= Debby Zumbach

= Terry Johnson
= Rachel McGuire

= Jamie Jorgensen



THANK YOUI!

For more information on the Office of Internal Audit,

please visit our website at https://audit.org.uiowa.edu/


https://audit.org.uiowa.edu/

Finance and Operations
Business Services

Business
Services Portal

Purchasing, Accounts Payable, and Travel
Information
June 15, 2023




Business Services Portal

« Business Services Portal is in Ul Campus Data
(data.uiowa.edu)

- 3 Campus Audiences
— Transactional Users
— Business Officers
— Inventory Business Unit Users

Transactional User Report Usage Avg Avg Monthly
Monthly Sessions
Users
Open Purchase Orders 13 21

I 10 | —


https://data.uiowa.edu/item/309933233/data

Business Officer Reports

Bl Tool

Procurement Transaction Review
ProTrav Procurement Card Explorer
ProTrav Travel Explorer

Purchasing Spend Explorer

Avg Avg Monthly
Monthly Sessions
Users
9 22
3 3
2 2
16 30




Inventory Business
Unit Reports

Bl Tool Avg Avg Monthly
Monthly Sessions
Users
IBU Operations Dashboard 19 50
IBU KPI Dashboard 7 17
Inventory Replenishment 13 99
Inventory Items Received 5 10
Inventory Usage Activity 9 14

Inventory Item Catalog 6 14




Questions?

John E. Watkins

Director, Project Management
Business Services

319-384-1340
john-e-watkins@uiowa.edu






Year End Financial Compliance

Financial Sub-certification Account Reconciliations
Due date — September 15, 2023 Reconciliation of all TDR’s for FY23

Required certifiers — Dean/VP, Business Officer, Senior HR
Rep, Directors of central units

Management of Deficit Balances = Reconciliation of Balance Sheet

Timely review and resolution Required quarterly to ensure GL balances are supported
by subsystems

Unrelated Business Income Cash Handling Compliance

Tax Director will reach out to request fiscal year results Minimum of an annual review of procedures
Space Survey - Functional Use Account Owner/Reviewer Roles
Due date - June 30, 2023 Review missing roles on EFR dashboard

CCOM, College of Engineering, CLAS (4 departments)

- Inwn Quarterly Business Officers Meeting — June 15, 2023



Questions?

=» https://controller.fo.uiowa.edu




Thank you

=>» https://controller.fo.uiowa.edu
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